ISO/IEC 18000-6 is based on the EPCglobal UHF Generation-2 specification [6] , which is a representative passive RFID technology. In 2011, ISO/IEC JTC 1/SC 31 withdrew the standardization activity for ISO/IEC WD 29167-6 and then requested new proposals for RFID security technology. At present, there are eight candidates that are in competition with each other. They each have one of the eight standard numbers ranging from ISO/IEC WD 29167-10 to ISO/IEC WD 29167-17. Among them, ISO/IEC WD 29167-14 [7] succeeds and includes Protocol 1 of ISO/IEC WD 29167-6 and main contents.
Recently, Song and others presented an analysis of the manin-the-middle attack (hereafter, Song and others' analysis) against Protocol 1 of ISO/IEC WD 29167-6 [8] . However, Song and others' analysis comes from a misunderstanding regarding the role of Handle, a communication parameter. In this letter, we make clear the role of Handle on the basis of [4] . In addition, we disprove Song and others' claim that Protocol 1 is vulnerable to an adversary revealing sensitive data and injecting malicious data through an attack.
II. Review of Song and Others' Analysis
This section briefly reviews Song and others' analysis of Protocol 1. Figure 1 illustrates the operation procedures of Protocol 1. The operation procedures illustrated in Fig. 1 , step (0) to step (13), are the same as those described in section II.B in [8] . To provide security services such as mutual authentication and data confidentiality, Protocol 1 assumes that a tag shares the same master key of 128 bits with a reader. They use the Advanced Encryption Standard (AES) algorithm to produce a session keystream. To generate the initial 128-bit session key, the AES engine takes a 128-bit initial vector as input and the master key as key. Steps (7) and (8) are related to exchanging RnInt (a 64-bit random number of a reader) and RnTag (a 64-bit random number of a tag), which are combined into the 128-bit initial vector. For the next 128-bit session keystream in the same session, the AES engine takes the current session key as input, instead of the 128-bit initial vector. The encryption process operates in output feedback mode. That is, an exclusive-or (XOR) operation is performed between a plaintext and a session keystream in the same bit-length. After generating a session keystream, the encryption process is applied to all the payload data between the tag and the reader. In Fig. 1 , the payload data after step (9) is the encrypted data with the session keystream. According to Song and others' analysis, an adversary intercepts and replaces the transmitted data in steps (11) through (13). The adversary replaces a message field for the tag's Handle with a random string of the adversary in step (12). As a result of the intervention, a tag and a reader may fail to share Handle while they successfully authenticate each other. Refer to section III in [8] for the intervention scenario presented by Song and others.
III. Understanding of Handle
In the passive UHF RFID system, tags located within the communication range of a reader can receive all access commands from the reader. According to [6] , Handle is generated by a tag and backscattered to a reader. The reader then uses Handle in subsequent commands and the tag uses Handle in subsequent replies. The value of Handle is fixed for the entire duration of a tag access operation. Tags check whether the received Handle is the same as the Handle backscattered by them, and only a tag with the same Handle executes the access command. The other tags ignore the command and do not reply to the command. That is, the role of Handle is similar to a session ID between a tag and a reader. In addition, [6] describes that a reader shall not use Handle for cover-coding purposes. The cover-coding defined in [6] is a bit-wise XOR between a password and a message to generate a 16-bit ciphertext. It implies that Handle must not be used as a secret key. In other words, Handle is not a security parameter, but a kind of session ID indicating a specified tag.
The reason why Handle is XORed with a session key in Protocol 1 is for implementation convenience in the physical layer. Once a tag and a reader establish a session key, they apply XOR to all of the input/output payload messages including Handle. From a tag's perspective, it can recognize Handle after XORing a payload message, so it has no difficulty communicating with a reader. On the other hand, it is more complex for a tag to partially apply XOR to payload messages because it must parse each field of input/output payload messages. According to [4] , a tag does not need to check the length of each field at the physical layer. If Handle is excluded from XOR operation even after establishing a security channel, a tag must check the length of each field to find the position of Handle. The design idea of [4] makes the physical layer simple to implement. XORing Handle with a session key has nothing to do with the security effect.
IV. Comment on Effects of Song and Others' Analysis
In this section, we review Song and others' analysis in terms of the attack effect. In [8] , Song and others stated that the mutual authentication between a reader (hereafter, R) and a tag (hereafter, T) finishes successfully, but, in fact, they fail to share the same Handle. It is a misunderstanding to conclude that Handle contributes to the mutual authentication of R and T, as Handle has nothing to do with the authentication function. In fact, the data contributing to a mutual authentication is RN16 and ChInt at step (11) and step (12), respectively (see section II.B in [8] for more details). According to Song and others' analysis, an adversary (hereafter, A) can intercept and replace the air interface messages and intervene in tag authentication. However, after intervening in Protocol 1, A cannot send any data independently of a legitimate reader because it does not know the session key. For the same reason, A cannot reveal any sensitive information. Furthermore, Song and others' analysis is not an authentication of a third party because A's intervention is performed only if the legitimate tag exists in the authentication procedure.
For example, assume that A intervenes in communication in the supply chain management using passive RFID tags. A legitimate reader can authenticate legitimate tags and conceal the sensitive data even though Song and others' analysis is applied to the process. On the other hand, A neither can forge another legitimate tag for itself nor obtain any information from intercepting. As a result, Song and others' analysis is not a security threat in terms of attack effect.
V. Conclusion
